Nnited States Senate

WASHINGTON, DC 20510

January 17, 2019

The Honorable Christopher Wray
Director

Federal Bureau of Investigation
935 Pennsylvania Avenue, NW
Washington, DC 20535-0001

Dear Director Wray:

We write to request additional information about how the Federal Bureau of Investigation (FBI)
plans to prepare law enforcement officials to effectively access and analyze digital evidence in
support of criminal investigations.

While traditional evidentiary sources and methods remain critically important for prosecutions of
criminal cases at the local, state, and federal levels, law enforcement officials increasingly must
rely on digital evidence—including mobile communications devices, social media accounts,
internet browsing histories, and myriad other data sources—to generate leads, identify suspects,
and build and prosecute cases. Yet, as the Center for Strategic and International Studies (CSIS)
recently reported, law enforcement agencies are facing significant challenges impeding their
ability to effectively access and use digital evidence to support criminal investigations.! Central
among these challenges is insufficient training and technical support to help law enforcement
understand how legally to identify, handle, access, and analyze such evidence—a problem more
far-reaching than accessing encrypted devices or data.

The CSIS report found that nearly one-third of law enforcement professionals cited difficulties in
identifying which service providers had access to digital evidence as their largest challenge,
followed by difficulties in obtaining evidence from providers, and a lack of resources needed to
access and analyze data from devices.” A 2018 study sponsored by the Bureau of Justice
Assistance similarly found that “needs related to facilitating better communication and
understanding between law enforcement and service providers™ and “better investigator access to
information and training on requesting remote digital evidence” ranked high among law
enforcement’s challenges.’

As the need to use digital evidence grows and access to the myriad types of digital information
available to law enforcement agencies becomes more technically complex, stronger coordination
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fruit-evidence-based-solutions-digital-evidence-challenge.

2 Ibid.

 Michael J. D. Vermeer, Dulani Woods. and Brian A. Jackson. “Identifying Law Enforcement Needs for Access to Digital
Evidence in Remote Data Centers,” Priority Criminal Justice Needs Initiative, 2018,




and more effective training for law enforcement personnel will prove invaluable, especially as
access to and use-of certain digital evidence raise issues of privaey or due process.

We share a commitment to ensuring U.S, law enforeement.personnel are equipped with the best
tools and training necessary to leverage digital evidence in their investigations. Assuch, we seek
your assistance in providing information about how your deparfment is working to combat these
challenges: The FBI’s Regional Computer Forensics Laboratory (RCFL) program provides
technical training, investigative support, and tool sharing for FBI professionals, as well asstate
and local-agencies. With 17 labs across the country,-a mid-size RCFL employs just 15
professionals on average. Additionally, the National Domestic Communications Assistance
Center (NDCAC)—which the FBI supports——strives to help law enforcement address challenges
posed by advanced communications services and technologies through techmcal training.
programs and tool sharing*

It would be useful to gain a deeper understanding of how you coordinate the training these
entities provide with other involved federal agencies to ensure they meet the needs of the broader
law enforcement community. To ensure we are leveraging the tools and resources in your
department to. tiain and prepare.our hation’s law enforcement to successfully access and analyze
digital evidence, we are "C(_)nducting.- areview of all relevant training programs. '

A(_:cor_ding_ly, we would appreciate your responses to the following questions by no later than
Februaiy4,2019;

1. What digital evidence training programs are provided by components of the Bureau or
-organizations like NDCAC that are affiliated with the Bureau? What legal authorities
and budgetary accounts suppott each program? '

2. 'What mechanisms.do you have in place to coordinate relevant curricula and training
platforins, both within your departmeént arid with other federal government.agencies?
How can the department better coordinate curricula and training platforms. for di'g_i-tal.
evidence training across the federal government?

3. How is funding forthese programs allocated at the local, state and federal levels? Are
current programs adequate to meet the needs of the law enforcement communities they
-serve?

4. Please provide data about the personnel trained to better access and utilize digital
evidence through these programs. How many law enforcement personnel are trained
-annually? What is the distribution of these tralning geographically, and across federal,
$tate, and local levels?

What metrics are used for evaluating the success of these training programs?
6. What curricula and training platforms are: currently in place to énsure local, state and

federal law enforcement are, in their pursuit of digital evidence, not engaging in any
conduct or actions which violate constitutional protections of privacy or due process? If
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such curricula and training platforms are not in place, what steps can the department take
to incorporate such training into currently provided services?

Thank you for your consideration of this matter. We look forward to your response.

Sincerely,
%—-\ M 2 L ¢
BRIAN SCHATZ THOM TILLIS

United States Senator United States Senator



